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Section VII. Technical Specifications

No

Item

Specification

Statement of
Compliance

LOT1

1 Units

PROVISION OF VARIOUS
SUBSCRIPTION:

LOT 1 RENEWAL OF FIREWALL
INTRUSION PREVENTION SYSTEM
SUBSCRIPTION AND SUPPORT

Firewall - Sophos XG450

Serial - C4307BRQTDRPG98

Minimum Protection Features - The
Security Firewall shall have, but not be
limited to the following protection features:

1. Network Protection :
e Intrusion Protection (IPS)
e Remote Ethernet Device
Management
e Advance Threat Protection
e Security Synchronization
2. Web Protection :
e Application Protection and
Control
e Web Application Firewall
Protection
e Web Protection and Control
Zero Day Protection
Central Orchestration
Enhanced Support
e 8x5 Basic Technical Support
(Office Hours), Monday —
Friday 8:00-5:00 PM
e 24/7 Support via phone, email,
chat, web and remote access
e Minimum of two (2) hours to
maximum 24hrs response
time, from time of receipt of
the concern through email or
phone.
Certifications

AW

1. Supplier must have at least 3
Manufacturer Certified Engineers,
and Certificate of Employment.
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2. Supplier must have Certification from
the Manufacturer as Silver Partner of
the product being offered

3. Supplier must have Certification from
the Manufacturer as Synchronized
Security Partner.

Validity of License - One (1) Year from
activation

LOT 2 PROCUREMENT OF ONE
LOT 2 | 1000 THOUSAND (1000) LICENSE FOR CLOUD
license ENDPOINT SECURITY SOLUTION

1. Product Certification and Qualification
Gartner Magic Quadrant Leader for
Endpoint Security Platform for the year
2021.

2. Must include but not limited to the
following features:

MITRE ATT&CK Evaluation
Integrated Management
Multi-Platform Management
Updating Bandwidth Consumption
Deployment Options
SIEM Integration
API for Endpoint Management
Role Management
Microsoft AD Synchronization
Microsoft Azure AD Authentication
Device Group Discovery
Account Health Check
Policies
Enhanced Tamper Protection
Threat Protection
Anti-rootkit Detection
Suspicious Behavior Detection
Scanning
Advanced Deep Learning
mechanism
o Exploit Prevention/Mitigation must
detect and stop the following
known exploits:

» Advanced System Clean

» Synchronized Security
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Additional Requirements:
SCOPE OF WORK:

Supply, Delivery, Installation and
Configuration '‘Cloud Endpoint
Security Solution’

Validity of License - One (1) Year from
activation.

LOCAL ONSITE SUPPORT

1 yr. Limited Onsite Technical Support
— 8x5 Onsite Assistance with 4 hrs.
Response time (within Metro Manila
Area, Monday to Friday excluding
Holidays, 8AM to 5PM).

Includes 8x5 Remote Assistance via
phone, email, chat application, Fax
and SMS from 8:00AM - 5:00PM,
Mondays to Fridays, excluding
holidays. 1-year Coverage. Onsite
Support is within PRC Metro Manila
Site/s

CERTIFICATIONS

Supplier must have Manufacturer
Certified  Architect for Endpoint
Security and Server

Supplier must have Manufacturer
Certified Engineer for Endpoint and
Server

Supplier must have Certification from
the Manufacturer as Silver Partner of
the product being offered.

Supplier must have Certification from
the Manufacturer as Synchronized
Security Partner.

Compliance with the statements must be supported by evidence in a Bidders Bid
and cross-referenced to that evidence. Evidence shall be in the form of
manufacturer’s un-amended sales literature, unconditional statements of
specification and compliance issued by the manufacturer, samples, independent

test data etc., as appropriate.

liable for rejection.

LOT 1 RENEWAL OF FIREWALL INTRUSION PREVENTION SYSTEM SUBSCRIPTION AND SUPPORT, AND
LOT 2 PROCUREMENT OF ONE THOUSAND (1000) LICENSES FOR CLOUD ENDPOINT SECURITY SOLUTION

A statement that is not supported by evidence or is subsequently found to be
contradicted by the evidence presented will render the Bid under evaluation
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3. A statement either in the Bidders statement of compliance or the supporting

evidence that is found to be false either during Bid evaluation, post-qualification
or the execution of the Contract may be regarded as fraudulent and render the
Bidder or supplier liable for prosecution subject to the provisions of ITB Clause
3.1(a) (ii) and/or General Conditions of the Contract (GCC) Clause 2.1 (a) (ii).

ACKNOWLEDGMENT AND COMPLIANCE
WITH THE TERMS OF REFERENCE FOR THE
PROVISION OF VARIOUS SUBSCRIPTION

(INSERT LOT NUMBER & TITLE)

SIGNATURE OVER PRINTED NAME
OF AUTHORIZED REPRESENTATIVE,
DESIGNATION AND PRINTED NAME OF COMPANY
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